The composite discrete chaotic system (CDCS) is a complex chaotic system that combines two or more discrete chaotic systems. This system holds the chaotic characteristics of different chaotic systems in a random way and has more complex chaotic behaviors. In this paper, we aim to provide a novel image encryption algorithm based on a new two-dimensional (2D) CDCS. The proposed scheme consists of two parts: firstly, we propose a new 2D CDCS and analysis the chaotic behaviors, then, we introduce the bit-level permutation and pixel-level diffusion encryption architecture with the new CDCS to form the full proposed algorithm. Random values and the total information of the plain image are added into the diffusion procedure to enhance the security of the proposed algorithm. Both the theoretical analysis and simulations confirm the security of the proposed algorithm.
Introduction
With the rapid development of Internet and information technology, the secure transmission of image data becomes one of the most important problems. Due to some intrinsic features of image data, such as bulk data capacity, high redundancy and high correlation among adjacent pixels, traditional cryptosystems, for example, International Data Encryption Algorithm(IDEA), Data Encryption Standard (DES), and Advanced Encryption Standard (AES), are unsuitable for image data encryption [1] [2] [3] . It is well known that chaos theory has many unique characteristics, such as ergodicity, pseudo randomness, sensitivity to initial conditions and control parameters [4] , and these characteristics meet the requirements of diffusion and mixing in the sense of cryptography. Hence, chaotic system has become a good choice for image encryption. Since the first chaos-based image encryption scheme was proposed by Fridrich [1] , many chaos-based image encryption schemes can be found in recent literatures. Because low dimensional chaotic maps have the advantages of simplicity and efficiency, researchers in [5] realized an encryption scheme for color images permutated by using zigzag path scrambling with a spatiotemporal chaotic system. A RGB image encryption based on total image characteristics and modified Logistic map are presented in [6] . In [7] , the authors presented a novel image encryption algorithm based on Henon map and compound spatiotemporal chaos with s superiority key sensitivity, plaintext sensitivity, and execution efficiency. Zhou et al. provided an image encryption algorithm with a simple structure and integrates the Logistic, Sine and Tent maps into one single system in [8] . However, these algorithms have some limitations, such as small key size and weak security. Recently, the purpose of using high dimensional chaotic maps and hyper chaotic systems is to enlarge the key space of the algorithms and resist brute force attack. For instance, a fast image encryption algorithm with a new two-dimensional Sine iterative chaotic map with infinite collapse (ICMIC) modulation map where the confusion and diffusion processes are combined for one stage with hyper chaotic behavior was introduced in [9] . Hua et al. proposed two new 2-dimensional (2D) Sine-Logistic modulation maps which were derived from the Logistic and Sine maps with wider chaotic range, better ergodicity, hyper chaotic property and relatively low implementation cost in [10, 11] . In [12] , Mollaeefar et al. provided a novel method for color image encryption based on high level chaotic maps Cosinus-Arcsinus and Sinus-Power Logistic map, which have better chaotic behavior against other available chaotic maps. Hyper-chaos has two or more Lyapunov exponents, and it indicates that the dynamics of this system is expanded in more than one direction instability [13] [14] [15] [16] . Wang et al. in [13] proposed an effective image encryption algorithm based on genetic recombination and hyper-chaotic system. A new lossless encryption algorithm for color images based on a 6D hyper chaotic system and the 2D discrete wavelet transform in both the frequency domain and the spatial domain with key streams depend on the hyper chaotic system and the plain image is shown in [14] . Wu et al. in [15] introduced a novel color image cryptosystem based on synchronization of two different 6D hyper chaotic systems. Zhu et al. in [16] permutated the plain image twice by a discrete 2D hyper-chaos system to obtain good permutated effect. Moreover, many researchers suggested that composite chaotic system could be utilized to enhance the complexity and security level of the algorithm, because composite chaotic system may possess better randomness and complex chaotic character so that the cryptosystem can obtain higher security. Tong et al. in [17] adopted the Feistel network and constructed a Cubic function in the encryption algorithm and its key space was larger which was more efficiency and low resource depletion. A novel color image encryption algorithm was proposed based on the complex Chen and complex Lorenz systems, where One pixel in a channel may appear in any position and any channel in [18] . In [19] [20] [21] , the authors provided several image encryption schemes with compound chaotic system by exploiting two 1D chaotic functions which switch randomly. All these references show the compound chaotic system has a better performance in speed, complexity, and security and can solve the problem that unable to resist short periods and low precision of low dimensional chaotic function by perturbation.
Besides the classic substitution-diffusion architecture, there are also other proposed chaos-based image encryption algorithms with their own structures. For example, the basic unit of an image can also be represented as bit (for example, a pixel value 54 can be represented as "00110110"). Some bit-level image encryption algorithms can be found in [22] [23] [24] [25] , which can play a permutation and diffusion effect simultaneously by a bit-level permutation. Zhu et al. in [22] proposed an image cryptosystem employing the 2D Arnold map for bit-level permutation, and this cryptosystem can obtain diffusion effect and save some encryption time. A new 3D bit matrix permutation algorithm was proposed where an image was considered as a natural three dimensional bit matrix (width, height, and bit length) in [23] . Fu et al. in [24] studied a symmetric chaos-based image cipher with a 3D cat map-based spatial bit-level permutation strategy where the diffusion effect of the new method was superior as the bits were shuffled among different bit-planes rather than within the same bit-plane. Zhu et al. in [25] arranged the positions of each bit by the generalized Arnold map in both row and column directions in a random way to get permutation and diffusion effect, then used affine cipher to obtain better diffusion effect to avoid the similarity existing in the bit-level permutation stage. Moreover, in [26] , a novel image encryption scheme was proposed based on reversible cellular automata combining chaos. In [27, 28] , image encryption schemes based on DNA sequence operations rule and some improved chaotic systems were proposed, and an image encryption algorithm based on wave function and chaotic system was given in [29] where keystream was dependent on both the plain image and the secret key. However, some chaos-based image encryptions had been broken [30] [31] [32] [33] [34] . According to the Kerckhoff's principle, the security level of cryptographic keys decides the security level of the cipher algorithms. To improve the security level of the chaos-based image encryption scheme, researchers have also attempted to generate good keystream providing cryptographic keys used in image encryption schemes. As an illustration, Seyedzadeh et al. in [35] designed a fast color image encryption algorithm based on a coupled two-dimensional piecewise chaotic map by a 256-bit external secret key as session keys. A 256-bit long hash value that depended on the three plain images was used to generate three random sequences to design a triple image encryption algorithm in [36] .
In this paper, we aim to provide a novel image encryption method based on a composite discrete chaotic system with high chaotic behaviors, and a single permutation and double-diffusion operation are realized with scanning the plain image one time, which will lead to good encryption effect. Moreover, random values and the total information of the plain image are added into the diffusion procedure. As a result, the obtained cipher images are totally different even using the same secret key to encrypt a plain image several times. The rest of this paper is organized as follows.
In Section 2, we design a new composite discrete chaotic system (CDCS) that combines different chaotic systems in a random way, which can enhance the chaotic behaviors of the single chaotic system. In Section 3, we employ CDCS to perform the bit-level permutation and pixel-level diffusion operation to form the full proposed algorithm, and obtain a better diffusion effect. In Section 4, we analyze the security of the proposed scheme and evaluate its performance with several comparable algorithms through key size analysis, histogram analysis, chi-square test, correlation analysis, information entropy analysis, local Shannon entropy analysis, key sensitivity analysis, chosen/known plaintext attacks analysis, differential attack analysis, speed performance analysis, and the robustness of the proposed algorithm in noise and data loss. Finally, we summarize the main results in Section 5.
Composite Discrete Chaotic System

Two-Dimensional Composite Discrete Chaotic System
CDCS is a specific chaotic system combining two or more discrete chaotic systems. The merit of the new CDCS is that it can choose different chaotic system in the iteration procedure in a random way. The definition of the CDCS is given below:
For a random composite sequence S = {s 1 , s 2 , · · · } ∈ {0, 1, · · · , m − 1} ∞ , we call the following functions an m-dimensional CDCS
We denote this system as (
Definition 1 implies that the chaotic behavior of CDCS relies on the random composite chaotic sequence S and every discrete chaotic system in CDCS. Generally, the chaotic characteristics of CDCS is more complicated than that in every single chaotic system. Note that, if m = 1 or s i is a constant, CDCS degenerates to an ordinary single chaotic system. Proof of Theorem 2. Let S = {s 1 , s 2 , · · · } ∈ {0, 1, · · · , m − 1} ∞ be a random composite chaotic sequence, {x n } is iterated by Equation (1) with initial value x 0 , with a simple computation. The Lyapunov exponent of the CDCS is
We know that positive Lyapunov exponent means chaos. Thus, the m-dimensional CDCS is chaotic. This completes the proof.
According to Theorem 2, we design a 2-dimensional CDCS by the following Equations (3) and (4):
where
and, | f i (x)| > 1, i = 0, 1. Thus, the new CDCS is chaotic by Theorem 2.
Sensitivity Analysis of the Initial Values and Control Parameters in CDCS
A good chaotic system must be sensitive to initial values and control parameters, respectively. First, we generate a chaotic random sequence X by Chebyshev map
. with initial value β = π, x 0 = 0.436879342, then, we quantify it by y = x * 10 9 (mod 2), and obtain the composite random sequence S. Now, we consider the initial value sensitivity of the proposed CDCS, with the help of the composite random sequence S, we set the initial value x 0 = 0.65382364, 0.65382365 from the Chebyshev chaotic sequence X and k = 2 in Equations (3) and (4), and iterate it 2010 times and get two chaotic sequences, respectively. The first 2000 iterated random real numbers are discarded to avoid the harmful effect of CDCS, and the last 10 iterated random real numbers are shown in Table 1 . From Table 1 , we know that the two chaotic sequences are very different though the initial values are just a trivial difference (10 −8 ). So, CDCS is very sensitive to initial value. Notice that the different control parameter k in Equations (3) and (4) means different CDCS. In order to see the sensitivity of the control parameter k in CDCS, we diffuse the plain image (lena) with the following steps:
Step 1: Get 6 different CDCS by setting k = 2, 3, 4, 5, 6, 7, respectively. Then, we obtain 6 chaotic sequences with the initial value x 0 = 0.65382364 by Equations (3) and (4), respectively. If the output |y i | is larger than 1, then we let
in Equation (3) and
in Equation (4), and if the output y i < 0, then y i = |y i |. Next, we turn them into 6 binary sequence by y = x * 10 9 mod 2.
Step 2: Extend the plain gray image matrix to an 1-dimensional integer sequence, and transform the integer sequence into a binary sequence.
Step 3: Do exclusive OR for the binary sequence with the 6 chaotic binary sequences, respectively, then get 6 diffused binary sequences Step 4: Transform the 6 diffused binary sequences into 6 integer sequences, and reshape them into 6 diffused images. The diffusion effect is shown in Figure 1 . From Figure 1 , we know that each CDCS can get good diffuse effect.
We also list the differences of the six diffused images in Table 2 .
The computation results show that the diffuse effect is very sensitive to the control parameter k in CDCS even with the same initial value. Therefore, CDCS is very sensitive to the initial values and control parameters. 
Control Parameter
k = 2 k = 3 k = 4 k = 5 k = 6 k = 7 k = 2
Trajectory
For a chaotic system, the trajectory means the movement of the outputs, Figure 2 shows the trajectories of different chaotic maps: the CDCS of Equations (3) and (4); the single chaotic map Equation (3), and the Logistic map. Their parameters are set to the values that ensure both the maps to have excellent chaotic behaviors. The initial value are set to the same. From Figure 2 , the trajectory of the CDCS distributes in much larger regions in the whole plane than that of the comparable chaotic maps. It means the CDCS is more random and has better ergodicity properties. 
Gottwald and Melbourne Test
In 2004, Georg Gottwald and Ian Melbourne introduced a new test for chaos [37] . The input is any time series from a discrete map, a differential equation etc. The output is a real number in [0,1], which in theory is either 0, for non-chaotic data, or 1, for chaotic data. In practice, the result is close to 0 means non-chaotic, and close to 1 means chaotic, we use different parameters paris (x 0 , k) to generate different CDCS sequences, and do the Gottwald and Melbourne test in Table 3 , and we conclude that the CDCS has good chaotic behaviors. 
The Proposed Scheme
Base on the discussion in Section 2, we are now ready to describe the proposed image encryption algorithm. The diagram of the proposed algorithm is shown in Figure 3 . 
Secret Key Generation
The secret keys of the proposed scheme actually are consisted of the following parts: (1) the initial value x 0 and control parameter k 0 of Chebyshev map for generating composite sequence S; (2) the 8 initial values x 1 , x 2 , · · · , x 8 and 8 control parameters k 1 , k 2 , · · · , k 8 of CDCS used in permutation stage; (3) the initial values and control parameters x 9 , x 10 , k 9 and k 10 of CDCS for generating random sequences rand 1 and rand 2 in the diffusion stage. We represent them K = (A, B),
. In order to satisfy the security requirement, we set a random key with the length of 505 bits to generate the secret key K = (A, B) used in the proposed algorithm of the proposed algorithm, the detailed procedure is shown in the Algorithm 1: 
Encryption Process
There are two parts in the encryption algorithm: one is a bit-level permutation stage, and the other is a pixel-level diffusion procedure. Permutation in an image encryption architecture can be classified into pixel-level permutation and bit-level permutation. In this paper, we denote a plain image by a 3 × 3 matrix M to show the bit-level permutation effect:
If we do a pixel-level permutation, only the position of the pixel is changed and the value of the pixel remains unchanged. However, if we consider the bit-level permutation, we extend M to a column vector (p 1 , p 2 , · · · , p 9 ) T , and change each pixel p i into a 8-bits binary sequence {p i 1 ,
, and get a new 2-dimensional binary matrix M 1 : 
Then, we extend M 1 to a binary sequence and do the bit-level permutation. Moreover, we reshape the shuffled binary sequence to form the permutated binary matrix: 
From M 2 , we can see that both the positions of the bits and the value of the pixels are changed. Hence, a significant diffusion effect occurs in the bit-level permutation procedure. Finally, we turn every row of M 2 into an integer according to the normal order and get nine integers p 1 , p 2 , · · · , p 9 , then we reshape them into the permutated image as follows:
Bit-Level Permutation Stage
In this subsection, we denote a plain image with size h * w as (a ij ) h×w , and we use multiple-CDCS mentioned in Equations (3) and (4) to do the bit-level permutation operation. The detailed process is stated as follows:
Step 1: Extend the plain image gray value matrix (a ij ) h×w to a binary sequence: E = {E 1 , E 2 , · · · , E h * 8w }. Then, turn E into 8 different bit planes: B 1 , B 2 , · · · , B 8 by the following rules:
Step 2: Get 8 chaotic sequences of size w * h by Equations (3) and (4) with 8 pairs parameters (x 0 , k), and denote them as
we let
in Equation (4), and if the output y i < 0, then y i = |y i |. Then, sort F i in ascending order and get 8 index order sequences
Step 3: Permutate the binary sequence B i by I i in the following way to get a shuffled binary sequence T i = {T ij |j = 1, 2, · · · , h * w}:
Step 4: Rearrange the 8 permutated binary sequences T i , i = 1, 2, · · · , 8 into the permutated sequence J with size h * 8w in the following way:
Step 5: Divide the intermediate binary sequence J into h * w blocks:
into an integer, and get the permutated integer sequence Int = {Int(1), Int(2), · · · , Int(h * w)}, and reshape to the permutated image.
The permutated image of plain image lena and the histogram distribution image are shown in Figure 4c-d. From Figure 4c -d, we note that the bit-level permutation process hides the information and changes the statistical characters of the plain image. Unfortunately, the image has some similarity in the histogram distribution and it is not absolutely uniform, thus, the attacker will find some useful information with this similarity and break this scheme. Therefore, we do the pixel-level diffusion operation to overcome this defect. 
Pixel-Level Diffusion Stage
In the bit-level permutation phase, we obtain a shuffled integer sequence Int = {Int(1), Int(2), · · · , Int(h * w)}, now we do the pixel-level diffusion operation in the following steps:
Step 1: Obtain 2 CDCS chaotic sequences by Equations (3) and (4), and quantify with y = x * 10 9 mod 256, then name rand 1 and rand 2 , respectively.
Step 2: For each Int(k) ∈ Int, k = 1, 2, · · · , h * w, do the following operations:
In Equation (11), the initial value tem 0 = cos(πarccos(x 0 + ∑ a ij /10 9 )) * 10 9 mod 256, tem 1 = cos(πarccos(x 1 + ∑ a ij /10 9 )) * 10 9 mod 256, where x 0 and x 1 are random value, a ij is the i-th row and the j-th pixel of the plain image, respectively. C(k) is the final encrypted value of the k-th pixel value.
Step 3: Reshape the encrypted integer sequence C back to the 2-dimensional gray value matrix of size h * w to form the finally encrypted image.
Decryption Process
Note that the decryption procedure is just the inverse of the encryption procedure, hence, we introduce it briefly as follows:
Pixel-Level Diffusion Decryption Stage
Step 1: For the encrypted image, turn it into an integer sequence: C = {C(1), C(2), · · · , C(h * w)}.
Step 2: Obtain 2 CDCS chaotic sequences again by Equations (3) and (4) with the same parameters used in the encryption procedure, respectively. Then they are quantified by y = x * 10 9 mod 256 and named rand 1 , rand 2 , respectively.
Step 3: Let the initial value tem
, do the following operations to get the permutated sequence Int :
Note that when k = 1, in order to get Int (1), in Equation (12), we let tem 0 = cos(πarccos(x 0 + ∑ a ij /10 9 ) * 10 9 mod 256, tem 1 = cos(πarccos(x 1 + ∑ a ij /10 9 ) * 10 9 mod 256, where x 0 , x 1 are the same used in the encryption procedure.
Bit-Level Permutation Decryption Stage
With the decryption of pixel-level diffusion, we get the decrypted sequence Int . Now, we depict the bit-level permutation decryption.
Step 1: Extend the decrypted sequence Int to a binary sequence G = {g 1 , g 2 , · · · , g h * 8w }, where h * w is the length of Int , respectively. Then, turn binary sequence G into 8 different bit planes T 1 , T 2 , · · · , T 8 by the following rules:
Step 2: Get the 8 chaotic sequences of size w × h again by Equations (3) and (4) with the 8 pairs same parameters (x 0 , k) used in the encryption procedure, and denote them as
If the output |y i | is larger than 1, we let
in Equation (4), and if the output y i < 0, then y i = |y i |. Then, sort H i in ascending order and get 8 index order sequences
Step 3: Permutate the binary sequence T i by I i , in the following way to obtain the original binary sequence B i : B I ij
Step 4: Rearrange the 8 permutated binary sequences B 1 , · · · , B 8 into the permutated sequence P of size h * 8w in the following way:
Step 5: Divide the intermediate binary sequence Q into (h * w) blocks:
, B h * 8w−6 , · · · , B h * 8w }, then turn each block into an integer, and get the decrypted integer sequence P = {P(1), P(2), · · · , P(h * w)}.
Step 6: Reshape the decrypted integer sequence P back to the 2-dimensional gray value matrix of size h * w to get the finally decrypted image.
Simulation Results and Security Analyses
In this section, we use test images from the USC-SIPI "Miscellaneous" image [38] . Simulation results performance analyses for the proposed scheme and four comparable algorithms are provided. They include key size analysis, histogram analysis, chi-square test, correlation analysis, information entropy analysis, local shannon entropy analysis, key sensitivity analysis, chosen/known plaintext attacks analysis, differential attack analysis, speed performance analysis, and the robustness of the proposed algorithm in noise and data loss. All the simulations are performed on a personal computer (Hewlett-Packard, Shenyang, China) with an Intel Core 3.1 HZ CPU, 4G memory, and 450 GB hard disk with a Windows 7 Ultimate operating system, and the compile platform is Matlab (Version 2013a).
Gray and Color Image Encryption
Because of the spectrum of digital images around the world, the proposed algorithm must encrypt any image with similar results in security and performance. In this subsection, we use some images (include gray and color image) with different histogram for encryption and security analysis to verify the algorithm capabilities. Figure 4a, b,e,f shows the gray plain image and its histogram, the encrypted image and the corresponding histogram; Figure 5a -d shows two color plain images and the cipher images with their corresponding histograms. As a result, the gray cipher image, the RGB components of cipher images, and the uniform histograms verify the proposed algorithm's ability to encrypt any gray and color image. 
Key Size Analysis
According to the Kerckhoff's principle, the security level of an image encryption scheme relies on the randomness of the cryptographic keys. As we know, to provide an encryption algorithm with high security, the key space should be more than 2 100 to make brute force attack ineffective. In this subsection, we use 505 bits random hexadecimal digits as secret key, and generate the key used in the proposed algorithm in Section 3.1. From the generation procedure, with a simple computation, we can conclude that the proposed algorithm has large enough key size to resist the brute force attack.
The Chi-Square Test Analysis of Cipher Image
The histogram distribution contains the information distribution of pixel values in an image. An ideal encrypted image should have a uniform histogram distribution to prevent the opponent from extracting any useful information from the fluctuating histogram. Figure 4a Except for the cipher image histogram distribution analysis graphically, in order to show the uniform of the cipher image more precise, we also use the chi-square test to show that the cipher image is a uniform histogram distribution. The chi-square test produces a p-value which is a real number in [0, 1] . If the p-value of a test image is greater than a significant level α, the test image passes the test successfully. In our experiment, we compute the p-value of some test images from the USC-SIPI "Miscellaneous" image dataset, and set α = 0.05, the results are listed in Table 4 . From Table 4 , all the test images pass the chi-square test, so, the cipher image is a uniform histogram distribution. 
Correlation Analysis
In this subsection, correlation analysis is performed on the plain image and encrypted image to examine the encryption effect of our scheme. It is well known that the correlation between plain image adjacent pixels is high and should be reduced in the encrypted image for a good encryption scheme. Thus, we randomly select 2000 pairs of pixel values among two horizontally, two vertically, and two diagonally adjacent pixels in the plain image and cipher image, respectively, then we calculate the correlation coefficient r xy in Table 5 by the following formula:
where E(x) and D(x) are the expectation and variance of variable x, respectively. From Table 5 , we see that, in the 9 correlation coefficients of the 3 gray test images, 5 correlation coefficients are smaller than that in the comparable algorithms, and 5 correlation coefficients of the color image are smaller than the comparable algorithm. Moreover, the correlation coefficients in the 3 directions of the encrypted image are close to 0, thus, the high correlation in the plain image is significantly reduced by the proposed scheme. To show this feature graphically, the correlation distributions of adjacent pixels of plain image lena and encrypted image in the 3 directions can be seen in Figure 6a -f. The results show that the dots of plain image lena are focused on the diagonal, while those of the encrypted image are scattered uniformly over the entire plane. In summary, all of data and graphs show that the high correlations in plain gray and color image are significantly reduced in the encrypted image by the proposed scheme. 
Information Entropy Analysis
Global information entropy is the measure on the uncertainty of an information source. Obviously, the ideal information entropy value for a 8 bits true randomly message is 8. Here, we use H(X) to represent the information entropy of the information source X = (x 0 , x 1 , · · · , x L−1 ) by the following Equation (14):
The information entropy of some different test images are listed in Table 6 . The average entropy values of 21 test images of our scheme is larger than that of the comparable algorithms, and it can arrive 7.9993039, which is very close to the theoretical value 8. This means that the encrypted image can be considered as random, and information leakage in the encryption process can be negligible. Moreover, we compute the differences among Figure 7a -l in Table 8 . All the graph and computation results demonstrate that the proposed algorithm is quite sensitive to the encrypted key.
Decrypted Key Sensitivity Analysis
Furthermore, because the proposed algorithm is a symmetric cipher, so, we decrypt Figure 7a with the same secret keys Key 1 in Figure 8a . In order to show that the proposed algorithm is sensitive to the decrypted key, we also use Key 2 , · · · , Key 12 to decrypt Figure 7a , respectively, and draw the decrypted images in Figure 8b -l, respectively. The results of the differences between the right decrypted image (Figure 1a ) and the wrong decrypted images ( Figure 1b-l So, we can see that the proposed algorithm is also highly sensitive to the decrypted key. Note that in the key sensitivity analysis, we do not test the sensitivity of the secret keys B because the sensitivities of B have been tested in Section 2.2. In conclusion, the proposed algorithm is highly sensitive to secret keys.
Chosen/Known Plaintext Attacks Analysis
Chosen/known plaintext attacks analysis is efficient and widely used security attack models in cryptanalysis. The former assumes that the attackers have the ability to choose arbitrary plaintexts and obtain the corresponding cipher texts. So, the attackers can disclose the relation between the plaintexts and ciphertexts, and even deduce the secret key if the encryption structure is not sufficiently secure. Many successful cryptanalysis cases using the chosen/known plaintext attack were reported in [31] [32] [33] 40] . In the proposed algorithm, special structures are designed to resist the chosen or known plaintext attacks: Firstly, the principle of confusion and diffusion introduced by Shannon are fulfilled. A bit of a pixel in the plain image can be permuted to any position and a small change can be spread overall pixels in the cipher image. Moreover, better diffusion effect are realized with the proposed bit-level permutation and pixel-level diffusion. Most important, random values and the total information of the plain image are added into the diffusion procedure. As a result, the obtained cipher images are totally different even using the same secret key to encrypt different plain image several times.
Differential Attack Analysis
The encryption scheme should be sensitive to a trivial change (e.g., modify only one pixel value or a bit) in the plain image. Two common measures are used: one is the number of pixels change rate (NPCR) and the other is the unified average changing intensity (UACI). NPCR measures the percentage of different pixel numbers between the two encrypted images, and UACI measures the average intensity of differences between two encrypted images. Let C 1 , C 2 be two encrypted images, whose corresponding plain images have only one different pixel value. The NPCR and UACI are defined by the following Equations (16)- (18):
where h and w are the height and width of the plain image, respectively. Two plain images are used in the test. The first image is the original Lena image, and the other is obtained by changing the pixel value in the top left corner from "10100010" to "10100001' (just a bit change). Then the two images are encrypted with the same secret keys for a few rounds to generate the corresponding cipher images C 1 and C 2 . The results are listed in Tables 9 and 10 , respectively. They indicate that NPCR and UACI of the proposed scheme can reach 0.995967865 and 0.3353189655 in the second encryption round, respectively, We note that it is a little lower than Ref. [8] , which has good performance in the first encryption round, but it is better than that of Refs. [16] , [22] and [25] . Therefore, the proposed scheme is very sensitive to even 1 bit modification in the plain image. Furthermore, to show these growing trends graphically, the NPCR and UACI data with 5 rounds are plotted in Figures 9 and 10 , respectively. 
Randomness Analysis of CDCS
As we know, according to the Kerckhoff's principle, the randomness level of cryptographic keystream decides the security level of the cipher algorithms. In this subsection, we evaluate the performances of CDCS by the NIST SP 800-22 tests [41] . In NIST SP 800-22 tests, each test produces a p-value which is a real number in [0, 1] . If the p-value is greater than a predefined significant level α, it means the random sequence can pass the test successfully. In our experiment, we set α = 0.01. The test results are listed in Table 11 . From Table 11 , CDCS pass NIST SP 800-22 tests and exhibit excellent statistical properties. Thus, CDCS provides a better choice for image encryption algorithm. 
Speed Performance
Except for the security consideration, the running speed is another important factor for a good image encryption algorithm. Obviously, the proposed algorithm is the classic permutation-diffusion framework, and it consist of a bit-level permutation procedure and a pixel-level diffusion procedure. So, we show speed performance with permutation time and diffusion time, respectively. From Table 12 , the bit-level permutation time of the proposed algorithm is lower than the two bit-level permutation algorithms in [22, 25] . Because the bit-level operation need more time than the pixel-level operation, so, the permutation operation time is larger than the pixel-level permutation algorithms in [8, 16] , and the diffusion time is acceptable. Digital images are usually transmitted in the public networks, and the encryption algorithm is usual open. So, the attackers can choose special plain images for encryption and try to find the secret key. So, a secure image encryption algorithm should resist this attacks. The secret key of the proposed algorithm consist of some random values and the total information of the plain image, so, even the attackers choose some special image to encrypt, and get some information of the secret key, but it can not get the right decrypted image, because the initial value of tem 0 , tem 1 are different, so the random sequence used in the diffusion procedure Equation (12) will be absolutely different.
Moreover, the attackers can disguise the legal user to obtain the cipher image, tamper with the intermediate form of the proposed algorithm more convenient, then information loss and pixel value modification of digital images may happen. Here we show the robustness of the proposed algorithm in noise and data loss, which means that if a portion of pixels in the cipher image are modified or lost, the original image can still be reconstructed with a acceptable visual quality. Figure 11 shows the proposed algorithm can resist the noise and data loss attacks in a high level.
(a) (b) (c) (d) (e) Figure 11 . Robustness analysis results. (a) 3.6% data loss with a black square; (b) 3.6% data modification with a square; (c) 5% Salt and Pepper noise; (d) 60.12% data loss with a white square; (e) 94.23% data loss with a black square.
Conclusions
In this paper, we propose a new two dimensional composite discrete chaotic system-based image encryption scheme, and use the new CDCS to accomplish the bit-level permutation and pixel-level diffusion. Simulation results show the security and the validity of the proposed scheme with the several characters: (1) The CDCS has excellent chaotic behaviors because it combines two single chaotic system in a random way. (2) It has a bit-level permutation and pixel-level diffusion architecture where the image is encrypted with a single-permutation and double-diffusion effect with only scan the plain image one time. (3) the value of the ciphered pixel influenced the next pixel's permutation and diffusion effect, and a pixel in the plain image can be permuted to any position and a small change can be spread overall pixels in the cipher image.
However, in the bit-level permutation stage, the proposed image encryption algorithm need to change each pixel value into a 8 bits sequence, which means that the operation time is longer than the pixel-level image encryption algorithms. The speed performance in Section 4.11 verifies this conclusion.
In future, considering the excellent chaotic behaviors of the high-dimensional chaos map and hyper chaos. With the good structure of the composite discrete chaotic system, we can design composite discrete high-dimensional chaotic system and composite hyper-chaotic dynamical system to enhance the complex of the chaotic system and obtain excellent chaos, but we should consider the time consuming and convenience when use these systems in image encryption.
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